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Background 

 Law studies at University of Münster (with focus on information, 
 telecommunication and media law) 
 
 PhD thesis on cryptocurrency transactions under 
 German civil law 
  
 
 
 
 
 
 Research assistant at Department of Information Systems 
 (University of Münster); coordinator of the German BITCRIME project 

 

 Post-doc at Karlsruhe Institute of Technology; lead of the legal 
 research in the EU follow-up project TITANIUM 

 

§ 

Cryptocoin-Schulden – Haftung und Risikoverteilung bei der Verschaffung von Bitcoins und Alt-Coins, 
München (C.H. Beck), 2017 

* 
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Agenda 

I.  Cryptocurrency Basics 
II.  Data Protection 
III.  Criminal Investigations 
IV.  Regulation 
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I.  Cryptocurrency Basics 

Decentral online transaction systems 
Peer-to-peer networks 
 
 
Anyone can join or leave the system 
anytime and create addresses (≈ accounts) 
 
 
Participants themselves verify transactions 
 
 
Valid transactions are fed into the distributed ledger (most systems use a 
blockchain) that…  is public,  

 is decentrally consented on and largely immutable, 
 contains the system’s full transaction history, 

 

Typische Netztopologien

Client–Server Peer-to-Peer (P2P)

Praxis
Es sind viele Mischformen anzutreffen, z. B. hierarchisch mit Redundanz
zur Lastverteilung, P2P als Overlay (d. h. logisches Netz), usw.

Rainer Böhme Rechnernetze und Internettechnik 22
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I.  Cryptocurrency Basics 

What can be apparent from a cryptocurrency blockchain? 
Transactions, including sender’s and receiver’s 
addresses and amount transferred 
 
Implied by transactions: all addresses’ balances 
 
Through cryptocurrency analytics heuristics: clusters 
of addresses likely to be owned by same entity 
 
Maybe additional information, e.g. smart contracts 
 
What is not apparent from a cryptocurrency blockchain? 
Identities of address owners 
 
The data processing on participants’ local computers / 
in the peer-to-peer network 
 

Typische Netztopologien

Client–Server Peer-to-Peer (P2P)

Praxis
Es sind viele Mischformen anzutreffen, z. B. hierarchisch mit Redundanz
zur Lastverteilung, P2P als Overlay (d. h. logisches Netz), usw.

Rainer Böhme Rechnernetze und Internettechnik 22
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II.  Data Protection Law 

Blockchain data = (partially) personal data  
Defined as any information relating to an identified or identifiable natural person 
Art. 4 I Nr. 1 GDPR, Art. 3 (1) Dir. (EU) 2016/680 (LED) 

 
-  Considering all means reasonably likely to be used Recital (26) GDPR 

-  Maybe by use of additional information; with assistance of others 
 In more detail: CJEU – C-582/14, paras 42 ff., NJW 2016, 3579, 3581  

 
 
Blockchain data 
Addresses = pseudonyms 
Identification of address owners by use of additional information  
Sometimes publicly available, e.g. blog or fora posts 
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II.  Data Protection Law 

Decentralized data processing in cryptocurrency systems 
Transparency of blockchain data ≠ transparency of data processing 
Art. 5 I a GDPR; Recital (26) LED 

 
Responsible controllers: network participants Art. 4 I Nr. 7 GDPR, Art. 3 (9) LED 
-  Mostly unknown 
-  Little influence of single participants 
-  Rules on joint control does not fit decentralized systems Art. 26 GDPR, Art. 21 LED  

  
No recitification/erasure due to blockchains’ immutability Art. 16 f. GDPR, Art. 16 LED 

 
Data transparency runs counter to principle of data minimisation Art. 5 I c GDPR  
 
Public blockchains particularly risky and not sufficiently covered by GDPR 

 
 
 
. 

 
 

 
 

Böhme/Pesch, DuD 2017, 473 ff.; Pesch/Sillaber, CRi 2017, 166 ff. 
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III. Criminal investigations 

Example: Drug trading 

Dream Market, Screenshot from 18 October 2018 
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III. Criminal investigations 

Example: Ransomware, e.g. Locky 
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III. Criminal investigations 

What can investigators do? 
Tracing transaction flows 
 
Identifying address owners 
with additional information 
 
Clustering addresses likely 
to be owned by same entity 
 
 

Screenshot: dence blockchain investigator 
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III. Criminal investigations 

Legal boundaries 
Legal basis required 
-  General clauses: only low-intensity interferences with fundamental rights 
-  High-intensity interference requires specific legal basis  

Compliance with data protection law – Directive (EU) 2016/680 

https://titanium-project.eu/ 

* 
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IV. Regulation 

The AML Directive (EU) 2018/843 

KYC, monitoring, 
and reporting obligations 

for exchanges and 
wallet providers 

Weaknesses: 
-  ineffective, circumvention possible 
-  weakens data protection 
-  tailored to conventional financial 

sector 
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IV. Regulation 

Tailored Approach: Transaction Blacklisting 
Mandatory list of illicit transactions 
Intermediaries demanded to reject cryptocoins originating from listed 
transactions 
No circumvention by follow-up transactions 
due to transparency of transaction history 
Does not require identification of concerned address 
owners (data protection friendlier) 
Objective: decreasing or even eliminating criminal 
offenders‘ financial benefits à preventive effect 
 
Requirements 
Compatibility with fundamental rights 
International adoption 
 
 
 

https://www.bitcrime.de/presse-publikationen/pdf/BITCRIME-RegulRep.pdf 

* 
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V.  Conclusion 

Cryptocurrencies’ transparency has implications for 
data protection, criminal investigations, and regulation 
 
Trade-off between users’ privacy and investigators’/regulators’ capabilities 
 
 
Open questions: 
How much privacy is possible? 
How much transparence is desirable? 
What should law stipulate? 
 
 
 



15 
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