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DIRECTIVES
Article 27

Data protection impact assessment

1. Where a type of ch:ssing‘ in particular, using new technologies, and taking into account the nature, scope,
context and purposes of the processing is likely to result in a high risk to the rights and freedoms of natural persons,
Member States shall provide for the controller to carry out, prior to the processing, an assessment of the impact of the
envisaged processing operations on the protection of personal data.

2. The referred to in paragraph 1 shall contain at least a general description of the envisaged processing
operations, an assessment of the risks to the rights and freedoms of data subjects, the measures envisaged to address
those risks, safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate
compliance with this Directive, taking into account the rights and legitimate interests of the data subjects and other
persons concerned.
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MODEL-DRIVEN SECURE ARCHITECTURE
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DATA PROTECTION IMPACT ASSESSMENT
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CASES

Three possible options for the management of the DPIA should be envisaged. each of them having its merits and drawbacks: .
1. A dedicated team within the organisation but not the one in charge of the application. The Data Protection Officer should be involved or contribute to this
team from an evaluation or an operational point of view:
a. Persons with knowledge of the automation environment (hardware, software, networks and network components);
b. Persons in the user environment;
2. Athird party providing external expertise needed for the DPIA;
3. The persons in charge of the application/system which is the target of the DPIA. This might especially apply in the case of SMEs with limited resources.

# Home

Questionnaire Details

Team Members

&+ Add Member

System Description
Name Responsibility in this DPIA Actions =
Risk Assessment & Ewa Piatkowska Data protection and privacy impact assessment expert E- 24
Agron Bajraktari Data protection impact assessment (DPIA) tool developer o
Risk Treatment _ i ) )
Paul Smith Information security expert, supporting the risk assessment and risk treatment steps. L
Privacy Targ Aneaka Kellay Liaison with the Carbon Co-op membership, identifying high-level privacy concerns. E- 24
Dharini Chhajed Development of threat catalogue and overall risk assessment process o
R Ben Ayloit Providing technical knowledge about the implementation of the use cases considered in the assessment. L
Matt Fawcett Providing technical knowledge about the implementation of the use cases considered in the assessment. L
John Smith Representing the Cabron Co-op membership from a prosumer's perspective o
Jonathan Atkinson Providing technical guidance on the use cases that are being deployed by the Carbon Co-op L
90% Completed 3
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SAFETY AND SECURITY CO-ANALYSIS

Nuclear power plant

containment structure

L\

R
/’_\< stoam || || transmission lines
electric
turbine
— —
control generator
rods
p,‘ pressure T
vessel
steam nonradioactive
T generator l i water vapour
I 4 condenser water
e
VS warm-
water moist air
pump -~
2 water
e -~ - condenser = spray
O %)
water pump water cool condenser water ——
00
cooling tower T
nuclear reactor = —
® 2013 Encyclopadia Britannica, Inc. intake from lake or river
i Reactar
Cooling
System M
Qutlet flow Controller
Pump power
i Inlet flow
VReactor VReactor Reactor
v o o LFlow | Presswe |4
Coolant Coolant Coolant ¥ ensr ¥ emear 'Tesmparalur
outlet pump inlet & Jensol

Reactar

Primary

N
H

Cocling Loop




CONCLUSION

 Critical infrastructures are becoming increasingly complex and need to
address a wide-range of potentially conflicting requirements

« Model-driven systems engineering can be used to support the design and
validation of critical infrastructures in order to address these requirements

+ Up-front investment with long-term benefit

« AIT has extensive experience modelling systems to address requirements for
« Security
* Privacy and data protection
- Safety and security
« Risk management
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