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Tracking Payment Flows in Ethereum
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Overview

Content:
This talk explains the differences of money-flow tracking between
Bitcoin and Ethereum.

We outline challenges for forensic investigations in Ethereum.
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What is Ethereum ?

* Second most relevant blockchain system
by market valuation
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What is Ethereum ?

* Second most relevant blockchain system
by market valuation

e Built-in currency called Ether (ETH)
* Online since July 30th, 2015
* ~ 14 second block time
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Tracking Payment Flows: From Bitcoin to Ethereum

Transaction graph
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Tracking Payment Flows: From Bitcoin to Ethereum

Transaction graph Address graph
T r s
~ S e

T <«

- /~>TV W @ }G)

T ®—©" ©

M universitat ; Ritcoi e
= innsbruck Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018



Tracking Payment Flows: From Bitcoin to Ethereum

Transaction graph Address graph Entity graph
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usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Transaction graph Address graph Entity graph
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usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Bitcoin

Transa&n graph Address graph Entity graph

A C
T L S
™ T @@@ @ @ -~ @
Ty - Ty /z
~__ —

Tw @0 ©® E‘D @/@

W universitat

¥ innsbruck Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018



usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Bitcoin

Transa graph Address graph
T >
I T~ q
Ty @‘7
Ty - }
\ /
T ®

oYo) o
: ®
® e

= :‘I',]r:]"slglfﬂctﬁt Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018



usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Bitcoin
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usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Bitcoin

Address graph
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Tracking Payment Flows: From Bitcoin to Ethereum
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usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Bitcoin

Ethereum
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Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

Alice (EOA) Bob (EOA)
Balance: 3 ETH Balance: 6 ETH
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Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

tx1

from: Alice
Alice (EOA) to:  Bob Bob (EOA)
Balance: 3-1ETH value: 1 ETH Balance: 6 + 1 ETH
data:

sign: Alice
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Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

tx1

from: Alice
Alice (EOA) to:  Bob Bob (EOA)
Balance: 3-1ETH value: 1 ETH Balance: 6 + 1 ETH
data:

sign: Alice

Code Account (CA) aka ,Smart Contract”:

The Company (CA)
State
Balance: 6 ETH
Alice (EOA) Donations: 1
Balance: 2 ETH

Rules
IF data = ‘donate’
THEN
ADD 1 TO Donations

M universitat ; Bitcoi e
= innsbruck Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018



Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

tx1

from: Alice
Alice (EOA) to:  Bob Bob (EOA)
Balance: 3-1ETH value: 1 ETH Balance: 6 + 1 ETH
data:

sign: Alice

Code Account (CA) aka ,Smart Contract”:

The Company (CA)

txy State
“from: Alice Balance: 6+ 1ETH
Alice (EOA) to: Company Donations: 1
Balance: 2 - 1 ETH value: 1 ETH
data: donate Rules

IF data = ‘donate’
THEN
ADD 1 TO Donations

sign: Alice
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Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

tx1

from: Alice
Alice (EOA) to:  Bob Bob (EOA)
Balance: 3-1ETH value: 1 ETH Balance: 6 + 1 ETH
data:

sign: Alice

Code Account (CA) aka ,Smart Contract”:

The Company (CA)

txy State
“from: Alice Balance: 6+ 1ETH
Alice (EOA) to: Company Donations: 1
Balance: 2 - 1 ETH value: 1 ETH
data: donate Rules

IF data = ‘donate’
THEN
ADD 1 TO Donations

sign: Alice
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Ethereum

Account model: Analogy std. bank transfer, accounts have balances

Externally Owned Account (EOA):

tx1

from: Alice
Alice (EOA) to:  Bob Bob (EOA)
Balance: 3-1ETH value: 1 ETH Balance: 6 + 1 ETH
data:

sign: Alice

Code Account (CA) aka ,Smart Contract”:

The Company (CA)

txy State
“from: Alice Balance: 6+ 1ETH
Alice (EOA) to:  Company Donations: 1+ 1
Balance: 2 - 1 ETH value: 1 ETH
data: donate Rules

IF data = ‘donate’
THEN
ADD 1 TO Donations

sign: Alice
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What Can Code Accounts Do ?

* Activated on receipt of a transaction
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What Can Code Accounts Do ?

* Activated on receipt of a transaction

e Store and modify local state

* Arbitrary computations

* Create transactions: communicate, transfer Ether
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What Can Code Accounts Do ?

* Activated on receipt of a transaction

e Store and modify local state

* Arbitrary computations

* Create transactions: communicate, transfer Ether

Why is this useful ?

Gambling services, decentralized exchanges, prediction markets, wallets,
state channels and payment channels, ...

But most prominently token systems.
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What Is a Token System?

Token: Jargon for exchangeable virtual asset, fungible or non-fungible.
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What Is a Token System?

Token: Jargon for exchangeable virtual asset, fungible or non-fungible.

Token system: CA keeping track of token ownership and transfers.

W universitat

 innsbruck Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018



What Is a Token System?

Token: Jargon for exchangeable virtual asset, fungible or non-fungible.

Token system: CA keeping track of token ownership and transfers.

Use-cases: Sub-VCs, crowdfunding, shares, votes, reward systems, ...
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How Does a Token System Work ?

My Token (CA)
State
Balance: 0 ETH
Alice: 2
Bob: 0
Alice (EOA)
Balance: 3 ETH Rules

IF data = ‘'send‘;to;val
AND from > val
THEN
SUB val FROM from
ADD val TO to
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How Does a Token System Work ?

My Token (CA)
State
Balance: 0 ETH
Alice: 2
Bob: 0
Alice (EOA)
Balance: 3 ETH Rules

IF data = ‘'send‘;to;val
AND from > val
THEN
SUB val FROM from
ADD val TO to
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How Does a Token System Work ?

My Token (CA)
State
Balance: 0 ETH
tx3 Alice: 2
from: Alice Bob: 0
Alice (EOA) to: My Token
Balance: 3 ETH value: 0 ETH Rules
data: send; Bob; 2 IF data = 'send’;Bob;2
sign:  Alice AND Alice > 2
THEN
SUB 2 FROM Alice
ADD 2 TO Bob
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How Does a Token System Work ?

My Token (CA)
State
Balance: 0 ETH
tx3 Alice: 2-2
from: Alice Bob: 0+2
Alice (EOA) to: My Token
Balance: 3 ETH value: 0 ETH Rules
data: send; Bob; 2 IF data = 'send’;Bob;2
sign:  Alice AND Alice > 2
THEN
SUB 2 FROM Alice
ADD 2 TO Bob
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What Does It Take to Create a Token System ?

create ethereum token - Google-Suche - Mozila Firefox x

G create ethereum token - X | +

i(.f/.) [ © @ hitps:/Avww.google.com/searchclient=firefox- || Q search LD €
Google e anereumoten Q
Mo vieos Bl News  Shoppng  menr Enstetungen  Toos

Ungetai 10 800 000 Ergebrisse (0.26 Sekunden)

Create a cryptocurrency contract in Ethereum - Ethereum.org

ips . ethereum,orghoken ~ Diese Sete hersetz

Vit Vi Tokn e Pt il rst e okons i e e
e ounerof ne contzc,

Whio it an st pices or
tokens or Ether.
“The Coin - Understanding the code - How t0 Geply - Improve your token

Andere suchten auch nach x
how 0 create an ico on ethereum  crowdsale ico

ethereum org crourisae democracy contract sthersum

mintatte token etnereum token list

How toissue your onn token on Ethereum in ess than 20 minues.

25.12.2017 - Now et get started: Open the contact you downloaded n your Text Edtor. Go 10 Line
315 and ook at the change Charg
Change Line 75 Symbol to your

tespective com name (Keep i shot)

How to do an ICO on Ethereum n less than 20 minues. - Medium

20652015 Doiod h st conta e ey Etareum icm .. o U
Compile - Choase the Token you ar creating — Det

Create your own Ethereum Token. — Hacker Noon

s i iersezen

2015 - Create your own Ethereum Token. Step 1: Tre ERC2D Iteface. In Slcy,
g aage o Etereun 0 et e of sl s it s crstaic
unctons

S Aot o,

Videos.
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What Does It Take to Create a Token System ?

¢ Creste o ayptocurrency « X | +
GRS

@ nitps: /i ethereum.orgio

L@ €

= The Coin
Weare going , loyalty
points, 10Us,in . tandard way,
that your i or contract that

MINIMUM VIABLE TOKEN

+ But

pragna solidity 10.4.20;

contract MyToken {
+ This creates an arra

mapping (addres:

uint256) public balanceof;

» Initial o

function MyToken(
wint2s6 initialsupply

) public {

batanceof [msg. sender] = initialsupply;

/ Give the creator all initial toke
3
function transfer(address _to, uint2s6 _value) public returns (bool success) {
require (balance0f(msg.sender] >= _value);
require (balanceof[_tol + _value >= balanceof[_tol);
balanceof [msg. sender] = _value;
balance0f(_to] += _value;
return true;

THE CODE

Butif youjust want to copy pastea more complete code, then use this:

oPEN CHaT
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What Does It Take to Create a Token System ?

# Creste o cyptocurrency - X | +

s e e ©wa w ethereum.org/token 5] r) [ Q search LmoeE =
HOWTO DEPLOY
Ifyou aren't therealready o
Now get h [; ,
a" " drop he "MyToken" contract. (liseeallthe
to i boland Yourapp
should be looking like thi:
ece Stereum il I
wauETs  seno Npeers | @I08TIT @S mnuessicebstbock  CONTRACTS 1,869.42 emweR
© emer Le2TETHER

Vouuant o 5enc O ETHER

7 ent Transter(oddres dewed fron, cddeess indexed 19, SintZS6 vl
.. SELECT CONTRACT T0 DEPLOY

2  Covpay = ©) —supply - 1000000;

MyToken B

K batanceofCreg o] - upplys
e CONSTRUCTOR PARAMETERS

& 10000

Nonceo (v, sodor] My DAO Shares
I3 - Gootonceot 51 - —vatun = votoncs0L4e1> s

% batanceOfTnagsend) = -vitins
BalancedrL o] - elon: %
Y decimals

n Tronstorch darir,

£ 2
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What Does It Take to Create a Token System ?

Ethereum Project - Mozila Firefox x

& Ethereum Project x|+

€)>c e

i ethereum.org e @ || Q Search Ln @€

Devcon 4 takes place between Oct 30th and Nov 2nd, 2018.

The project wa:
fansall around

The Ethereum Wallet
ontheEthereum

dusesmart

DOWNLOAD
Ethereum Walletfor Linux

Learn Solidity, a new language for smart
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What Does It Take to Create a Token System ?

= x
o Ve aymenery I
€)> ¢ @ | ® W @ hetps:/fwww ethereum.org/token @ O fr| Qsearen ‘mo e
I ——— |
DEPLOY I
| therealrex/l, :pei The Coin

e Weare going 3 loyalty
Fps i t 10U: et this al

it
STk BB thaty i ible it m——

. MINIMUM VIABLE TOKEN

-
—

I

Jcontract MyToken {

n array with all bala
Tpubn eappiet Gearessnc pubTic batanceof;

.

[}

function transfer (address _

// Add the same to the recipient}

THE CODE

Butif you just want to copy then use thi
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What Does It Take to Create a Token System ?

| The Coin

il i repng o
ot
o s )

Ethereum Wallet File Edt View Develop Window Help

WALLETS SEND

Deploy contract

FROM

@ £ rccoum1- 100 ETHER

Send everything

You wantto send O ETHER.

SOLDITY CONTRACT SOURCE CODE
pragea solaity -

- contract WyToken (

function' transter
Fequ

SELECT FEE

«
Sntsatsuply

(adross
(balancenr nsg.sens

Ropsten

) s
Balancaor(nsg sencer] = snttsatsupply; Give the ere

Ethereum Wallet

BALANCE

MRemote 4213709 O 105 CONTRACTS

@ emer LO0ETHER

SELECT CONTRACT TO DEPLOY

My Token B

CONSTRUCTOR
Initial supply

20e) pubssc raturns 10000
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What Does It Take to Create a Token System ?

Ethereum Wallet Fle Edt View Develop Window Help

WALLETS, SEND. Ropsten N Remote  &4213728 O7s CONTRACTS 1.00 erse
S —

Send everything

You wantto send O ETHER

SOLIDITY CONTRACT SOURCE CODE.

1 pragaa solisiey

Ethereum Wallet

Ethereum Wallet Fle Edt View Develop Window Help

NS initaaisupy
) pubic
Balanceorfesg.ser

- nstisisug

(aca . u
anceor nsg sender] >=
017 valus

Fequira(balanceor] to] - valu
batancebt nss ae;
]
You are about to create a contractfrom the provided data,
Esimated fee consumptior o082 abes
SELECT FEE
e macimm fee amILsT etber =
0.00074872 erven
e 0504 et prillion g
CHEAPER FASTER,
RAWDATA

0.00074872 ETHER

NDING.

SEND TRANSACTION
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What Does It Take to Create a Token System?

VAR 1551 0 ETHER

o< DERIGY. Contra

TheCoin

!
4

1 oy .

opsey B i R
| £

ioh A e Fie et v

te complex. Bjtin est?

Tﬂi RS |

[ ——
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Code Reuse in Ethereum

# Instances

10K 4

1000 +

100

10

1 5 10 15

Top 20 token templates

Source: own research, data until May 30th, 2018

all instances

I I I I I “busy” instances
20
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Why Are Token Systems Interesting ?

Market valuation:

Total Ether

Top Token Systems

€ 28 billion

€ 20 billion

Sources: Etherscan, coinmarketcap.com, October 9th, 2018
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Why Are Token Systems Interesting?

@

® ®

Bob
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Why Are Token Systems Interesting?

10 ETH

/%

® ®
30 ETH

0.5 ETH

@ 4 ETH @ Bob
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Why Are Token Systems Interesting?

10 ETH
20 ETH
2 ©
RO €
//’// .
100 VEN
. 6 BNB
40 AE
—
/ _—
|

@4// 4ETH @ | a0MG )@
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Why Are Token Systems Interesting?

10 ETH

20 ETH
®

///
//
-
—"100 VEN
6 BNB
o
-
/ _—
f =
| —
v _—
- 4 ETH
® ;
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usefulness

Tracking Payment Flows: From Bitcoin to Ethereum

Transaction graph Address graph
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Challenges

Only considering Ether flows gives an incomplete picture.
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Challenges

Only considering Ether flows gives an incomplete picture.

Upside:
* Many CAs follow standards to make them more observable.

M universitat

= innsbruck Symposium on Post-Bitcoin Cryptocurrencies - October 19th, 2018

13



Challenges

Only considering Ether flows gives an incomplete picture.

Upside:
* Many CAs follow standards to make them more observable.
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Challenges

Only considering Ether flows gives an incomplete picture.

Upside:
* Many CAs follow standards to make them more observable.

Challenges:
* But there is no obligation for CAs to be transparent.
* Automatic identification of the purpose of a system is a research topic.
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Take Home Messages

Privacy was not a design goal of Ethereum
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Take Home Messages

Privacy was not a design goal of Ethereum
* |dentifiers are more sticky than in Bitcoin.

‘ Vitalik Non-giver of Ether & ’ Tgen N\
N J

VitalikButerin
Antw

> If you really care about privacy, you would
pick a decentralized coin.

Why? If | was using cryptocurrency for a
high-privacy-demanding usecase, I'd go for
what seems more likely to protect
confidentiality and not give a crap about
luxuries like decentralization.

06:55 - 8. Mai 2018
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Take Home Messages

Privacy was not a design goal of Ethereum
* |dentifiers are more sticky than in Bitcoin.

‘ Vitalik Non-giver of Ether & ’ Tgen N\
N J

@VitalikButerin
Antwort an @WhalePanda

> If you really care about privacy, you would
pick a decentralized coin.

Why? If | was using cryptocurrency for a
high-privacy-demanding usecase, I'd go for
what seems more likely to protect
confidentiality and not give a crap about
luxuries like decentralization.

06:55 - 8. Mai 2018

* Ethereum wallets are built for one identifier per person.
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Take Home Messages

Ethereum Founder Vitalik Buterin Shifts Stance on
Privacy

@

Privacy was not a design goal of Ethereum

* |dentifiers are more sticky than in Bitcoin.
* Ethereum wallets are built for one identifier per person.
e But there are efforts to improve privacy.
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Take Home Messages (cont’d)

Tracking Ether is easy, but ...
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Take Home Messages (cont’d)

Tracking Ether is easy, but ...
* incomplete.
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Take Home Messages (cont’d)

Tracking Ether is easy, but ...
* incomplete.

* tokens and other services must be considered.
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Take Home Messages (cont’d)

Tracking Ether is easy, but ...
* incomplete.
e tokens and other services must be considered.

* programmers of CAs decide what is easily observable.
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Take Home Messages (cont’d)

Tracking Ether is easy, but ...
* incomplete.
* tokens and other services must be considered.
¢ programmers of CAs decide what is easily observable.

* we lack adequate tools for investigations and monitoring.
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Take Home Messages (cont’d)

Why should regulators care?

Ethereums is not criminals’ first choice. But ...
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Take Home Messages (cont’d)

Why should regulators care?

Ethereums is not criminals’ first choice. But ...
* everyone can issue their own financial products. —  Security regulation
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Take Home Messages (cont’d)

Why should regulators care?

Ethereums is not criminals’ first choice. But ...

* everyone can issue their own financial products.
* there are shady services and business practices.

—  Security regulation
— Consumer protection
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Take Home Messages (cont’d)

Why should regulators care?

Ethereums is not criminals’ first choice. But ...
* everyone can issue their own financial products. —  Security regulation
* there are shady services and business practices. — Consumer protection

Ethereum is relevant and different.

Regulators who take Bitcoin as a model may miss important aspects.
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Tracking Payment Flows in Ethereum

Thank you for your attention

Michael Frowis - michael.froewis@uibk.ac.at
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Fungible vs. Non-fungible
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