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How Dirty Money Disappears Into the
Black Hole of Cryptocurrency

Journal investigation documents suspicious trades through venture capital-backed ShapeShift
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MONERQ, THE DRUG DEALER'S
GRYPTOCURRENCY OF CHOICE,

15 ON FIRE

=\ A= Hello.

You're probably here because you've got a Monero
malware problem. We're here to help.

First, please understand that Monero itself is not a malicious technology. It's a
neutral, safe, and private cryptocurrency. A financial tool, if you will.
Unfortunately, like any tool, it can be used by malicious people to exploit

others.

The Monerc Malware Response Workgroup provides resources end live

support for multiple types of malware. Let's identify your issue. Keep

scrolling.
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Takeaways

» Monero improves upon Bitcoin's privacy
» One-time addresses
» Hidden values

» Obfuscation of payment flows
» Incorrect use can severely hurt your anonymity

» Used for both illegitimate and legitimate purposes



Issue 1: Public Reuse of Addresses

Send Bitcoin to
Tmyaddress001




Issue 1: Public Reuse of Addresses




Monero Uses Stealth Addresses

Send XMR to
mystealthyaddr
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Issue 2: Values Are Visible

Send XMR to
mystealthyaddr
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When the Cookie Meets the Blockchain

Product Page Cart Page Checkout Page Payment Processor Receipt Page

» Each step can leak information to third-party trackers

» Timing and values allow to identify corresponding transactions



Amounts Are Encrypted (Since 2017)

Send XMR to
mystealthyaddr
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Issue 3: Tracing Payments

* % X %

' o/‘\@ o/‘\lﬁ °

Bob Alice Hotel



Output Selection in Bitcoin

each input spends a single output
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Output Selection in Monero

each input spends one of multiple outputs

ring signature + key image
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Deduction Technique

initially no mandatory
number of mixins
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Deduction Technique

initially no mandatory
number of mixins
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Deduction Technique
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How Do You Choose Fake Coins?

2 years old
3 months old

2 days old .
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Distributions Do Not Match
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The Newest Input Is Usually the Real One
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Successful for 80% of all inputs between April 2014 and April 2017
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Timing Attacks

2 years old
3 months old

» Bob is one of five suspects to have bought drugs at AlphaBay today

2 days old

» | know Bob bought some XMR exactly 3 months ago
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Mining Pools Announce Payouts

NETWORK: POOL:
459.58 MH/S 9.55 MH/S mSETTINGS

fi HOME 98.288 Trillion 39.4 Billion 03:12:01 71.46 % 101.37 %

Hashes accepted Round hashes PPLNS window Current effort Overall effort
7Y DASHBOARD
=: BLOCKS $ 0.02408153 203.49 173.56 12,676.1

XMR to BTC XMR to USD XMR to EUR XMR to RUB
E PAYMENT

Payments Made
N" PORTS
Z GETTING STARTED Time Sent Transaction Hash Amount Fee
40 minutes ago : : 0.982726155862 XMR 0.00938502 XMR

@ MORE COINS?

40 minutes ago ! 26. _ 3.170282600014 XMR 0.02962722 XMR

40 minutes ago , . 0.110775 XMR 0.00239226 XMR

41 minutes ago . 0.135856 XMR 0.00239226 XMR
41 minutes ago 0.153314 XMR 0.00239226 XMR
41 minutes ago | 0.200856 XMR 0.00239226 XMR
41 minutes ago 0.111791 XMR 0.00239226 XMR
41 minutes ago 0.124084 XMR 0.00239226 XMR
41 minutes ago ! : ' ' : ’ 0.113023 XMR 0.00239226 XMR
41 minutes ago | | ' 0.111256 XMR 0.00239226 XMR
41 minutes ago 4d ' » ' : ' 0.113328 XMR 0.00239226

41 minutes ago 'd64 1614 ' lcal ' 0.112415 XMR 0.00239226 X
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Chain Forks Are a Privacy Hazard

MoneroV
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Chain Forks Are a Privacy Hazard
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Chain Forks Are a Privacy Hazard

Intersection reveals true spend




AlphaBay

» Volume spikea
when AlphaBay
started accepting
Monero

— All transactions («)
Normal transactions («)
— == Exchange rate (—)
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AlphaBay - Daily Volume (Number of Transactions)

XMR or BTC
BTC only
Unidentified

o
=
=,
e,
>
=
©
O

(nr. of transactions, 7—day avg.)

Jan 2015 Jul 2015 Jan 2016 Jul 2016 Jan 2017
Date




AlphaBay

» Volume spikea
when AlphaBay
started accepting
Monero

» At most 25% of txs

can be deposits at
AlphaBay

— All transactions («)
Normal transactions («)
— == Exchange rate (—)
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Summary

» Monero improves upon the limited privacy of Bitcoin
» Correct use of technology is paramount

» It's hard to patch a broken system

» lllicit business tends to be early adopters of new technologies

» Many legitimate uses that are less visible
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